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Abstract

Quantum tokens envision to store unclonable quantum states in a physical device, with the goal of
being used for personal authentication protocols, as required by banks. Still, the experimental
realization of such devices faces many technical challenges, which can be partially mitigated using
ensembles instead of single qubits. In this work, we thus propose an ensemble-based quantum
token protocol, describing it through a simple yet general model based on a quantum mechanical
observable. The protocol is benchmarked on five IBM quantum processors and a general hacker
attack scenario is analyzed, in which the attacker attempts to read the bank token and forge a fake
one, based on the information gained from this measurement. We experimentally demonstrate that
the probability that the bank erroneously accepts a forged coin composed of multiple tokens can
reach values below 10722, while the probability that the bank accepts its own coin is above 0.999.
The overall security of the protocol is therefore demonstrated within a hardware-agnostic
framework, confirming the practical viability of the protocol in arbitrary quantum systems and
thus paving the way for future applications with different ensembles of qubits, such as color center
defects in solids.

1. Introduction

Quantum no-cloning theorem [1] is the basis for secure exchange of information in quantum
communications and cryptography [2]. Another interesting application is the creation of mobile
non-copyable storage units with a natural expiration date, i.e. a quantum token [3, 4]. The proposed
quantum token protocol is schematically presented in figure 1. First, an issuing agent (e.g. a bank) generates
many tokens, each in a different quantum state with angles 6/ and ¢} on the Bloch sphere. All quantum
tokens compose together a physical device, which we denominate as a quantum coin. The device is then
physically handed to the user, who stores it until authentication is required. To perform the authentication,
the bank measures all tokens in the coin and compares them with the angles as they are originally prepared in
each token. If a minimum number of tokens in the coin are measured in the correct state above a
predetermined security threshold, the coin is successfully authenticated. Otherwise, a cloning attempt is
heralded. In such a way, the quantum information is stored, transported and later authenticated rather than
simply transmitted, as in quantum communication applications [5, 6]. If successful, such a technology would
represent a robust system for the highest security requirements, such as bank cards or personal IDs.
Promising candidates for quantum systems with long coherence, room temperature operation, low
power consumption, potential for miniaturization, ease of state manipulation and readout are color centers
in transparent solid state substrates [7], such as the nitrogen-vacancy (NV) center in diamond [8]. When
considering these systems, the use of ensembles as quantum tokens rather than single qubits could make this
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Figure 1. Proposed ensemble-based quantum token protocol and the diamond quantum coin device. An issuing agent (e.g. a
bank) generates many quantum tokens with angles 6; and ¢ in a quantum coin device. The device is then physically handed to
the user, who stores it until authentication by the bank is required, which consists in measuring the tokens in the coin and
comparing them with the previously generated angles. The coin is accepted if a minimum number of tokens in the coin above a
certain security threshold is measured in the right state. The physical implementation of the tokens is envisioned to be achieved
with diamond nanopillars (for optimal photon collection efficiency [15, 16]) containing nitrogen-vacancy center ensembles.
Whereby adopting tokens composed of ensembles instead of single qubits, the application can be technology less demanding. In a
combination of optical methods [13] and resonant electromagnetic pulses [14], the electronic spins of the NVs could be used as
auxiliary qubits for measuring [22] and controlling [ 18] the nitrogen nuclear spins, used as memory qubits. Nonetheless, such
physical implementation of a diamond quantum coin faces many technical challenges regarding material fabrication [23]. With
that, a benchmark of the protocol within a hardware-agnostic framework is vital for future quantum token applications, which is
accomplished with IBM quantum platforms. IBM quantum processor illustration adapted from ‘Quantum Computer’ (349208)
by Aleksandar Radovanovic via Open Clipart.

application technologically less demanding [9]. Whereby entering a redundant quantum parallelism regime
with many qubits performing the same protocol, the partial decoherence of one or more qubits of the
ensemble will not result in a complete failure of the quantum token protocol. However, the conventional
single qubit quantum token protocol [3] does not allow to use ensembles. As the quantum no-cloning
theorem is not trivially applicable for ensembles, which already consist of identical copies of the individual
qubits. In this work, we then demonstrate that an ensemble-based quantum token protocol is still safe and
reproducible.

Additional challenges appear when dealing with ensembles rather than single qubits, which can be
mitigated or corrected with the appropriate technique. For instance, many optimal quantum control
methods, such as composite pulses [10, 11], are being developed to allow for optimal ensemble
manipulation, taking inhomogeneous broadening due to slightly different qubit energies and control field
amplitude into account. Another important factor is the ensemble separability, that is, the ability of an
attacker to manipulate and measure individual qubits of the ensemble. In this case, by making measurements
on different axes, an attacker can more efficiently read and create forged tokens, as discussed in detail in our
companion paper [12]. For NVs and other color centers in contrast, the ensemble is typically already not
separable, due to the diffraction limited optical polarization and readout [13] and to non-local microwave
excitation [14] techniques common to them. Nonetheless, our method is still applicable if measurements on
sub-ensembles are performed.

A physical candidate for a quantum coin device can be imagined as series of diamond nanopillars
containing small ensembles of NVs (see figure 1). Each nanopillar then represents a quantum token,
providing improved photon collection efficiency as compared to bulk diamond [15, 16]. The states of the
tokens are optically initialized [13] by the bank and prepared in the electronic spin of the NVs into the states
9{, and (b{) with resonant microwave pulses [14], transmitted through an antenna micro-fabricated on the
diamond surface [17]. The states are then transferred to nitrogen nuclear spins of the NVs or to nearby *C
with longer coherence times through a SWAP gate [18], which could potentially be implemented by
dynamical decoupling of the electron spin [19]. The latter can be extended during storage, by also applying
dynamical decoupling sequences to the nuclear spins for error mitigation [20]. In addition, the NV charge
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Figure 2. General hacker attack scenario considered in this work. Firstly, the attacker attempts to gain information about the
quantum coin prepared by the bank by measuring its tokens. With this information, they forge fake tokens, which they use to
attempt to impersonate the user. The bank needs to be able to discern the fake tokens from the ones which they originally
prepared, where the disparity between the efficiency in which the bank generates its own tokens and the efficiency in which the
attacker forges fake ones defines the security of the quantum token protocol.

can be changed during storage, leading to a spinless electronic state which further extends the nuclear
coherence [21]. Finally, in order to verify the angles 6] and ¢{ of each token in the coin, the bank performs
an optical single-shot readout of the nuclear spins using the electron spins as an ancilla qubit [22].

The experimental realization of such a diamond-based quantum coin is still an ongoing research. More
specifically, it is currently technologically limited by fabrication techniques of such a device [23] and the
aforementioned control and single shot readout methods for NV ensembles. Therefore, it is crucial to
benchmark the ensemble token protocol on a hardware-agnostic high-level representation quantum
processor, such as the IBM quantum platforms (IBMQ). This approach allows us to not only identify the
quality parameters of the quantum token hardware, but also to quantify the efficiency of the proposed
protocol, demonstrating its potential hardware interoperability. And lastly, by comparing the efficiency of the
bank in preparing and authenticating its own tokens with the efficiency in which a hacker can clone the
quantum token, we obtain a measure of the protocol’s safety.

In this study, we thus consider one general possible attack scenario, as represented in figure 2. First, the
hacker attempts to gain information about the quantum coin prepared by the bank by performing projective
measurements to the tokens. Using this information, the attacker forges a fake token and passes it to the
bank, seeking to impersonate the user. During authentication, the bank then needs to be able to discern the
forged coin from the one it originally created. Although this scenario covers a general framework for many
quantum token hardware candidates, there could potentially exist other more efficient attack methods [24,
25], not covered in this study.

For benchmarking the proposed protocol and quantifying its security against such hacker attacks, we used
five different IBMQ superconducting processors [26—29]. Due to the increased memory costs in waveform
generation for reproducing an ensemble of qubits with IBMQ, we invoke the ergodic principle, in which the
ensemble average is substituted by a time-average of the same qubit prepared and measured multiple times.
More experimental details are given in appendix B, while the proofs of mathematical equations are all
presented in appendix A. Due to the increased number of mathematical variables in this work, table 2
provides a glossary of their definitions. All codes for experimental control and result analysis are open-source
and provided at [30], which also contains a graphical user interface (GUI) where the results presented in this
work can be calculated and visualized for the parameters of an arbitrary quantum token hardware.

This work is structured as follows. In section 2, we start by presenting a model for the measurement
uncertainty which a general quantum token hardware is subject to, being then benchmarked in the IBMQ.
The highlight of this approach is that it enables us to determine the main quality parameters that will
describe most of the tokens’ behavior. Building on this model, in section 3, the bank generation and
authentication protocol is defined and benchmarked, which defines how well can the bank prepare and read
its own tokens. Finally, in section 4, we execute the attack method and conduct a detailed analysis of the
resulting protocol’s security.
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2. Uncertainty analysis

A primary obstacle in modeling a quantum processor as the IBMQ is the lack of complete access to its
specifications, due to proprietary constraints. A crucial parameter that can be leveraged to extract valuable
information about a physical system is its inherent uncertainty or noise, characterized by its statistical
properties [31]. In addition to that, a noise based framework is common to other quantum system,
respecting the protocol’s universality. As will be shown, this uncertainty is never zero even without any
experimental errors, due to the quantum uncertainty principle

For the description of the ensemble system we use a simple Hamiltonian-independent model that
describes a general quantum state on the Bloch-sphere by the two angles 6 and ¢, additionally to expressions
for expectation values and variance of the ensemble measurements. Rigorously speaking, the state of the
ensemble is in fact in a statistical mixture, described by a density matrix instead of a pure ket state. However,
to simplify the theoretical treatment, we assume pure states for the quantum token ensemble—an
approximation which holds notably well with the IBMQ, as will become clear in the following sections. In
most physical systems, the angles 6 and ¢ are not directly measured. Instead, the bank has an observable N

given by
[N, 0
N:
[0 Nl]’

which can be used to measure the populations in the |0) and |1) states, where Ny, N7 € R. This observable
could be related to some elaborate quantity like the change of magnetic flux or charge in a superconducting
circuit, as with IBMQ. But for a more concrete physical example, we take this observable related to a photon
count, as is the case with NVs. For a general Bloch state with angles 6 and ¢, the expectation value of Nis

<N> = Ny cos? (i) + Nj sin? (g), (1)

not depending on ¢. Ideally, the bank would have one of the eigenvalues as 0. In reality however, if we assume
|1) to be the bright state such that N; > N, Ny is related to the background counts and N to the collection
efficiency of the measurement. Opposite to the IBMQ, in NVs we have N; < Ny, which does not affect the
end results of the quantum token. As it will become clear in sections 3 and 4, the quality of a quantum token
can be characterized in terms of the normalized contrast between N and Ny, ¢ = (N7 — Ny)/(No + Ny ). The
universality of the protocol extends to systems which support a measurement scheme that allows for the
measurement of an ensemble average N, a set of universal rotations R(6, ¢) and can be approximately
described by pure states.

A general assumption can be made that the total uncertainty o for a measurement of N is composed of
three factors [32]. Firstly, any quantum system is subject to a quantum projection noise, or Heisenberg
uncertainty, given by the operator variance 02 = (N?) — (N)2. This value is highest when the states are in a
maximum superposition with § = /2 and zero when they are in the eigenbasis states, with =0 or § = .
Secondly, given the quantized nature of the emitted photons, following a Poisson statistics, the total
uncertainty also has a contribution from shot noise as o2 = (N). Contrarily to the quantum projection noise,
the shot noise is maximum at § = . Finally, we also consider a generic Gaussian experimental error given by
a constant 0y, adding an offset to the uncertainty. This error can be defined to incorporate pulses error in
the state preparation and other experimental noise sources. Assuming that these three components are
statistically independent, they can be added in quadrature [33], resulting in

2 2 2 2
UN—Uq+Un+OeXp

= Np cos’ (Z) (14 Np) + Ny sin’ (g) (1+Ny)

2
— | Ny cos® 0 + Nj sin? 0 + 02 (2)
2 2 CXP.

Depending on the values of Ny, N| and oy, the total noise will be dominated by either one of the three
components. Solutions of o for different combinations of values are shown in figure 8 in appendix A. We
also provide a GUI application [30], which can be used to visualize o for arbitrary parameters input by the
user.

To test this noise model, a Rabi measurement [14, 34] for (N) was performed on the IBMQ as a function
of 8 for ¢ =0, while oy is taken from the standard deviation of 100 shots. To better compare the data between
the different quantum processors, both values are normalized by Ny + N;. The high-level representation of

4



10P Publishing Quantum Sci. Technol. 10 (2025) 045042 L Tsunaki et al

N
0) — R(6,,0) . Exp Fit
-~ (a) Sherbrooke (b) Kyiv (c) Osaka (d) Brisbane (e) Kyoto
= 10 o o @sw@fi‘““w’ e usRe] "ﬁmm'ﬁf@
=+ o &% P s %a @g@@@ ) ”’-7.@ e
ZO 0.5 A ye zé’qa 5@0‘ 'm&@ %ﬁ&
. o o [ %k e 0 @
E s m’%@ @9@%‘ o © _— . °
<\Z/ 0.0 e | - 5#‘7’@’@ i @c@zﬁﬁ@@ i e © : r* i
= 0.51 *%We@@ (Y a@@@&m“@‘ﬁ“’ ST g, o PRy o
. P L% K "o o ) - a%z‘,\i
f 03] o% ° N\ s LS “oed |7 %La I
. L )| ol 0p | | gmeo® & o 9
Zo y @:’e mE’a o o ¢
=G e . . . .
o 0 /2 no /2 no /2 mo /2 no /2 n
6 6 6 6 6

Figure 3. Normalized expectation values (N) /(No 4 N;) and uncertainty on/(No 4 N ) as a function of § measured with IBM
quantum platforms (a) Sherbrooke, (b) Kyiv, (c) Osaka, (d) Brisbane and (e) Kyoto. <N} values follow a Rabi oscillation from the
state |0) to |1), while the uncertainties are maximum at § = 7/2 due to quantum projection noise. Kyiv and Osaka are strongly
influenced by shot noise, given that the uncertainty is higher at = 7 than at @ = 0. On the other hand, Brisbane and Kyoto are
dominated by experimental noise, resulting in a constant offset to the the uncertainty. Last, Sherbrooke presents the highest
contrast, with almost no contribution from shot and experimental noise. The fitted values of normalized contrast c and oeyp are
given in table 1.

Table 1. Quality parameters of the token hardware. The values of normalized contrast ¢ and experimental uncertainty oey, are obtained
from the fit of (N) and o' (section 2), with the first representing how easy it is to determine the state of the system and the second is
defined to incorporate all additional experimental errors. The mean experimental bank self-acceptance 7, represents the fraction of
qubits in a token which the bank prepares and measures in the correct state (section 3). Analogously, 7 is the fraction of qubits which
the bank accepts from a forged token (section 4). Finally, ps is the probability of acceptance of one forged token if we set the acceptance
threshold nt such that the bank acceptance probability is pi, > 0.999. Overall, Sherbrooke and Kyiv have the best quality parameters,
such that a minor improvement of ¢ in comparison to Brisbane leads to a significant increase in the token security. Forgery
measurements could not be concluded using Osaka and Kyoto due to the systems’ retirement in August 2024.

IBMQ c Uexp/No+N1 1y, ng pr
Sherbrooke 0.986 1073 0.990 0.685 0.065
Kyiv 0.950 0.026 0.992 0.682 0.059
Osaka 0.896 0.158 0.970 —_ —_
Brisbane 0.843 0.270 0.879 0.611 0.285
Kyoto 0.563 0.377 0.792 — —

the quantum circuit of the experiment and the results are shown in figure 3. By fitting (N) with equation (1)
and oy with equation (2), we obtain the values of the normalized contrast ¢ and o, (table 1).

All five quantum processing units show a maximum of oy at § = /2, resulting from a strong
contribution from quantum projection noise to the total uncertainty. In Kyiv and Kyoto, a large contribution
from shot noise is also observed, given by a higher uncertainty at # = 7 over # = 0. While in Brisbane and
Kyoto the experimental error is the dominant term, adding a constant offset to the uncertainty. Finally,
Sherbrooke has the highest contrast and is completely dominated by quantum projection noise, with
negligible contribution from shot noise and experimental error. Which can be explained in terms of the
hardware’s slightly lower median readout and gate errors, apart from longer coherence times.

This prominent quantum projection noise can be used as an extra security measure for the bank. As an
increased noise would indicate that the token is being measured in the wrong axis, which in turn would
herald a cloning attempt by an attacker. However, in cases with inefficient read out—as typically is the case
with NV color centers—shot noise can dominate quantum projection noise. In those cases, our protocol is
still applicable, but more quantum tokens per coin are needed [12].

3. The bank protocol

The next important quantity to be benchmarked is the fraction of qubits which the bank prepares and reads
successfully, without interference of an attacker. We assume a protocol as depicted in figure 4. Starting from
the |0) state, the bank prepares a state with a rotation R(6y, ¢, ). Subsequently, for authentication, the bank
unrotates the token with the inverse operation R~ (6, ¢;,) and makes a measurement on N, yielding’

40r my = (NY/(No 4+ N1 ), if we had chosen |1) as the initial reference state or if Ng > Nj.

5
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Figure 4. Self acceptance fraction n, distributions of IBM quantum platforms Kyiv, Osaka, Brisbane and Kyoto measured for
several combinations of linearly distributed angles 6, and ¢y. 1y, is defined as the number of qubits in a token which are measured
in the state |0) after a bank rotation of R(8y, ¢, ), followed by an inverse rotation and measurement of N. The distributions are
fitted with Gaussian functions, determining the acceptance range of each hardware, with a mean 7, roughly around

N1/(No + Ni) (dashed lines). As the contrast of the hardware increases, the mean values of n;, get higher and the linewidth of the
distributions get narrower. Sherbrooke results are omitted, as they overlap with Kyiv results.

m, =1 — (N)/(No + Ny ) qubits of the token at the initial state |0), where both the counts and the uncertainty
are smallest.

This acceptance fraction is highly dependent on the specific pulse errors of the quantum hardware. Still,
some general conclusions can be drawn just from the eigenvalues of the observable N. If no rotation errors
were made and there was no decoherence, the two rotations would cancel and the final state would be
|W¢) = R (B, P )R(6y, dp)|0) = |0). Although this is not the experimental reality, it gives a rough estimate
on the average self-acceptance fraction of

N N
No+N, No+N;’

(3)

Clearly, the higher the contrast between the dark counts Ny and the bright counts N, the easier it is for the
bank to distinguish the state. This also sets a limit for the self-acceptance fraction. Therefore, the bank should
choose a threshold for the photon count ny such that only tokens which show ny, > sy are accepted in the
coin.

The acceptance fraction #;, was benchmarked in the five IBMQ for different combination of linearly
distributed angles ¢, and 6. In figure 4, the n, distributions of each hardware are shown and fitted with
Gaussian functions, defining the acceptance range of each token. For clearer visualization, the results from
Sherbrooke are omitted in the figure, as they completely overlap with Kyiv, but can be found online [30]. The
distributions present good agreement with their values of N, /(N + N, ) fitted from (N) and oy (figure 2
and table 1). As the normalized contrast c = (N; — Ny)/(Np + N ) of the hardware increases, not only the
mean values 7y, get higher, but the linewidth of the distributions get smaller. With Kyiv and Sherbrooke
showing the highest self-acceptance fractions, while Kyoto has the worst, in accordance to the results from
section 2. The ny, values as a function of 6}, and ¢y, are shown in figure 10, where no angle dependence is
observed. In hardware scenarios with non-optimized long pulses and short coherence times, we would
expect smaller acceptance fractions for larger angles due to increased errors in longer pulses. Which is not the
case in these IBMQ, given the high fidelity of their qubit operations.

4. An attack scenario

The last aspect which defines the quality of a quantum token hardware is how much better the bank can
prepare and accepts its own tokens compared to tokens forged by an attacker. We imagine one general attack
scenario where the attacker makes a measurement of the bank token, then uses the obtained information to
forge a fake one and pass it to the bank. The attack scenario is schematically represented in figure 1.

As discussed in the previous section, the bank prepares the token with a rotation R(6, ¢p). In succession,
the attacker unrotates with some chosen angles 6, and ¢,, leading to a final state as
|W¢) = R (0, da)R(By, dp)|0). Lastly, the attacker measures the observable N,, which in practice is not
necessarily the same observable the bank would use N, # N, as they do not have the same experimental setup
to measure the token. However, for the sake of simplicity we consider the case where the faker can make their

6
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Figure 5. (a) Analytical solution and (b) experimental data from IBM quantum platform Osaka for the fraction of qubits in a
token which are measured in the state |0) by an attacker #, as a function of the bank preparation angles z, = cos0y, ¢, and the
attacker measurement angle z, = cos 6, for ¢, = 0. The analytical solution for (a) is taken from equation (4) with ¢ = 1, while the
red-dashed lines in (b) show the solution for ¢ from table 1. The strong agreement of the analytical model with the experimental
data evidences that the hardware can be well described only in terms of the operator N and its uncertainty. Clearly, the closer the
measurement angles are to the bank angles, the higher n, will be. By making a measurement attempt, the attacker is able to
conclude that the bank is in a line of the Bloch sphere solution of the parametric equation resulting from equation (4) with fixed
1a. The attacker then uses this knowledge to forge a fake token and pass it to the bank.

measurements as accurate as the bank, with Na = N, which is the case in the IBMQ. Thus, analogously to
equation (3), the fraction of qubits n, in the token which are measured in the state |0) by the attacker is

2n, = 14 c[cosB, cosby, + sinb, sin b}, cos (¢, — ¢,)] - (4)

Integrating and averaging over the bank angles 6}, and ¢y, (appendix A), we obtain 71, = 1/2, which does not
depend on c. In this way, 1, is centered around 1/2 and ¢ corresponds to a normalized contrast, as expected.
The analytical solution of 1, for c=1 is plotted over the Bloch sphere in figure 5(a), where the arrows
represent the measurement vectors of the attacker with z, = cos#,. As observed, the closer the attacker
measurement angles 6, and ¢, are to the bank token 6, and ¢y, the higher is the value of n, measured by the

attacker. The two pole measurements at z, = —1 and +1 are not symmetric, due to the increased shot noise
at |1). The GUI application [30] also provides visualization of n, solutions for arbitrary user defined
parameters.

This attacker measurement scheme was performed on the five IBMQs as a function of the angles
2z, = cos(fy), ¢p and z, = cos(6,) for a fixed ¢,. The resulting angle dependence of n, is shown for IBMQ
Osaka with ¢, = 0 in figure 5(b), with the Bloch sphere being projected into a plane for better visualization.
The results for the other four quantum processors are shown in figure 11, with measurement angles ¢, =0
and ¢, = 7/2. The data is also compared with the analytical expression from equation (4) for the value of ¢
fitted from the uncertainty measurement (table 1). In all cases, the measurements show a strong agreement
with the analytical formula, further indicating that the quality of a quantum token can be fully characterized
in terms of the N operator eigenvalues.

Based on the measured value of 1,, the attacker can deduce the possible angles of the bank token 6, and
¢ by solving equation (4). This results in a solution line over the Bloch sphere, as visualized in figure 5.
However, due to the ambiguity of the solution, the attacker cannot unequivocally determine which is the
valid point in the line with just one measurement. In this study, we consider a case where the attacker uses
the information obtained from the measurement and randomly chooses one of the solutions to generate a
forged token with angles 6 and ¢y, which is already a much more robust attack than randomly guessing a
point in the whole Bloch sphere. More efficient methods where the attacker can subdivide the ensemble into
parts and measure each of them in different axes are discussed in detail in our companion paper [12], even
though this is not a realistic scenario with most color center systems (section 1).

7
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Figure 6. Forged tokens distributions n¢ compared to the bank distributions n;, measured in IBM quantum platforms (a)
Sherbrooke, (b) Kyiv and (c) Brisbane. First, the attacker makes a measurement as described in figure 5. Using the measured
values of ,, they try to forge a fake token and pass it to the bank with angles 6¢ and ¢y, which the bank will measure resulting in n¢
qubits in the |0) state. The ny distributions follow a phenomenological skew normal distribution, with a large standard deviation
and negative scale. Most of its values are above the threshold for randomly generated tokens 7, = 1/2 (green dashed line),
indicating that the forger procedure is robust, but still worse than the verification procedure of the bank. In Sherbrooke and Kyiv,
the forged tokens distributions are completely overshadowed by the narrow bank distribution. (d), (e) and (f) The angle
dependence of n¢ with 6}, indicates that the bank tokens are more easily cloneable at the poles rather than the equator, due to a
smaller state distribution there. The ¢ distributions are compared with their simulated values (figure 7(a)), while the n,
distributions are compared with their expected values of N /(N + No).

If the attacker chooses the measurement angle as 6, = 0 or 7, then sinf, = 0 and equation (4) can be
simply inverted leading to a solution for the angle of the forged token as

<2n;l -1 )
0f = arccos [ ———— | .
cost,c

In this case, 05 is completely determined, while ¢ is undetermined and the attacker must choose an arbitrary
value. This can be observed for z, = +1 measurements shown in figure 5(b), where n, is completely
independent of ¢y,. It may be the case, however, that 6 has no real solution due to experimental errors and
thus the attacker simply guesses the angles. If instead, the attacker does not measure the token at the poles,
one can solve equation (4) for ¢y, which gives two solutions

(2n, — 1) /c— cosf, cosb¢

91 = ¢a L arceos sin @, sin ¢

In order to obtain a valid solution for ¢, the argument of the inverse cosine function must be located in the
interval [—1,1]. This provides a condition for valid 6 values as shown in equation (A1). After randomly
choosing a 6¢ value inside the interval, the attacker takes one of the two solutions of ¢¢. This procedure for
forging a fake token is illustrated in figure 9.

The proposed token forgery protocol was implemented for different combinations of attack angles (6,,
¢a) and linearly distributed bank angles (6, ¢1,), based on the n, values measured in figure 11. This results in
a fraction of nf qubits in the token which are measured in the |0) state by the bank, where n¢ is equivalent to
equation (4) substituting the attacker measurement angles by the forged angles a — f. In this way;, if an
attacker randomly generates fake tokens, they will get 71, = 1/2 fraction of qubits accepted by the bank,
independent of ¢. The experimental distributions of ¢ are shown in figure 6 for (a) Sherbrooke, (b) Kyiv and
(c) Brisbane®. Unlike the bank self-acceptance fraction ny, the forger distributions do not follow a Gaussian
function. Instead, we phenomenologically model them by a skew normal distribution [35] with a large
standard deviation and negative shape. It is evident that the forger is able to more efficiently generate forged
tokens than the average for randomly guessing 71, = 1/2, thus demonstrating the robustness of the forger

> The measurements on Osaka and Kyoto could not be completed due to their retirement in August 2024.
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Figure 7. (a) Simulated values of #; for different normalized contrasts c. The mean values of n¢ increase with ¢, indicating that the
token is more easily cloneable. (b) Simulated forger acceptance fractions 7i¢ and bank self-acceptance 71, = N1 /(N1 + Np) as a
function of the normalized contrast c. Experimental results for the five IBM quantum platforms are also shown, with good
agreement with the model. Error bars for n;, values are smaller than the points, while #¢ present large standard deviations due to
the nature of the forger protocol. As ¢ increases, both values increase linearly, but faster for the bank. Meaning that the protocol
becomes safer. (c) Acceptance probability for the forger pr and the bank py, calculated from the fitted distributions as a function of
the acceptance threshold nt for 1 and 9 tokens in Brisbane. With a single token, pf is non-negligible for nt around 0.8, but with
the increase in the number of tokens the chance of acceptance of a fake token approaches zero. (d) Acceptance probabilities p}
and pM of IBMQ Brisbane as a function of the number of tokens in the coin M. The acceptance threshold is chosen such that
P> 0.999. This shows that p can be made negligible with just a few tokens.

protocol. Still, the distribution from the forged tokens are below the bank self-acceptance distributions.
Where in Sherbrooke and Kyiv, the behavior of ny is completely dominated by the narrow ny, distributions.

By examining the values of n¢ as a function of the bank polar angle 6, (figures 6(d)—(f)), we observe that
the attacker has a larger chance of success if the bank tokens are closer to the poles rather than at the equator
of the Bloch sphere. This is a direct result from the probability distribution of the angle 6 in spherical
coordinates system fp(6) = sin(6) /2, being larger at § = 7 /2. Meaning that there is a higher density of states
on the equator than at the poles for the attacker to guess from. Thus, the bank should exploit this result and
prepare more tokens at the equator, differently from these measurements. The experimental values of ¢ are
also in good agreement with simulation, considering the contrast values ¢ obtained from the uncertainties fit
(section 2). Small discrepancies between the simulated and experimental values can be attributed to contrast
parameter estimation errors.

Additional simulations for different contrast values ¢ are shown in figure 7(a), indicating an increase of 7y
with ¢. In figure 7(b), the simulated mean values of 7 are compared with the experimental data from IBMQ,
showing a linear dependence with c¢. The n¢ distributions have intrinsically large standard deviations, due to
the nature of the forger protocol. In addition, the experimental values of n, (section 3) are compared with its
theoretical values from equation (3). The results show that the tokens become more easily clonable as the
contrast of the hardware increases, given that the attacker can better rely on their measurement of the bank
token. On the other hand, 7, &~ N; /(N + Np) is also linearly dependent on ¢, but with a larger linear
coefficient. Which in the end, makes the token safer.

The danger of the bank token being successfully cloned is related to the intersection of the ny, and n¢
distributions in figures 6(a)—(c). Therefore, the bank should carefully choose the acceptance threshold #nr
such that most of its own tokens are accepted, while forged tokens are rejected. We define the probability of
acceptance py, of the bank tokens and pr of the forged tokens as the integral of the fitted distributions above
the acceptance threshold n1. These acceptance probabilities can be visualized and calculated for arbitrary
user defined parameters in our GUI application as well [30].

The bank has the freedom to adjust the acceptance threshold n1 such that its own acceptance probability
Db is set to desired values, while the forger acceptance probability is minimum. Figure 7(c) shows both
acceptance probabilities as a function of ny in IBMQ Brisbane, the hardware with the lowest contrast. If the
bank chooses a value of p, > 0.999, this results in ps values for the three IBMQ which are shown in table 1. It
can be seen that a small improvement of less than 15% in contrast from Brisbane to Kyiv leads to a reduction
of pr by a factor of almost 5. This significant increase in security with just a small improvement in the token
quality is caused by the highly non-linear behavior of the acceptance probability, being proportional to the
overlap area between the two n¢ and n,, distributions. Therefore, as the difference between the two
distributions increase linearly with ¢ (figure 7(b)) and the linewidth of sy, gets smaller, the resulting token
security rapidly increases.
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Another important quantity for the security of the protocol is the number of tokens in the coin M.
Likewise, it should also be optimized by the bank to increase security, as the acceptance probability of the
entire coin becomes p™. In figure 7(c), we observe that the acceptance probability of a forged token is
non-negligible for M = 1. However, if the number of tokens in the coin is increased to M =9, p; is greatly
reduced, while the probability of acceptance for a bank p coin is less affected. To further demonstrate this,
figure 7(d) shows the acceptance probability p?’[ of IBMQ Brisbane for different values of M, where nr is
chosen such that the acceptance probability of the bank tokens are always above p! > 0.999. M values are
taken imagining a square lattice of tokens in the coin device. This shows that with a reduced number of
tokens smaller than M = 7% = 49, it is already possible to obtain acceptance probabilities of forged tokens
below 10722, while keeping high acceptances for the bank verification. Therefore, simply by increasing the
number of tokens in a coin, the security of the protocol can be enhanced to desired levels, even with
hardware of poor performance.

5. Conclusion and outlook

Opverall, this study proposes and realizes an ensemble-based quantum token protocol by benchmarking it on
the IBM superconducting processors. The experimental noise characterization of the quantum hardware
permits to calculate the eigenvalues and uncertainties of the observable N. Where the large demonstrated
quantum projection noise can be used as an extra protection layer, heralding a cloning effort if the token is
measured in the wrong axis. In turn, the contrast between the dark and bright states ¢ almost entirely defines
the quality of the quantum coin, as observed in the bank self-acceptance and forger measurements. The
model’s independence from the exact Hamiltonian of the system and its other intrinsic properties
demonstrates the hardware-agnosticism of the protocol. Furthermore, the high agreement between theory
and the experiments shows that the model is complete, but still general to a large class of quantum systems
that support a measurement observable operator N and a set of universal rotations R(6, ¢).

Our protocol also shows great potential due to the ongoing quantum hardware evolution, as a minor
improvement in the hardware quality represented by the contrast ¢ leads to significant improvements in
security. But even for hardware with low performance, it was shown that the security can be increased to
arbitrarily high standards simply by increasing the number of tokens in the coin, within realistic values.
Additional security can be obtained by preparing more states in the equator than at the poles of the Bloch
sphere, due to the increased proficiency for an attacker to forge tokens prepared at the poles. We further
provide an open-source tool with GUI [30], where parameters for an arbitrary hardware configuration can
be specified and the resulting token security following our protocol can be estimated.

While the IBMQ are arguably the most advanced quantum processing units available for public use, these
superconducting architectures [27-29] are currently not optimal candidates for such a quantum coin device.
They operate at low temperatures, making them hardly compact and mobile. Our results thus pave the way
for the application of the protocol with other systems, such as NV centers, even in situations when single shot
readout protocols are not feasible. Still, certain technological steps need to be overcome in the fabrication of
such quantum coins [23]. Also the optimization of control techniques and error mitigation [36] with
ensembles should be further improved to extend the coherence times to application realistic values of more
than a few seconds.

The results presented here demonstrate the security of the ensemble-based quantum token protocol
under one possible attack scenario, where the hacker performs projective measurements to the bank tokens
and attempts to forge a fake coin. Although this attack scenario can be considered a general framework for
quantum systems, the demonstrated safety does not imply that the proposed protocol is resilient to all other
imaginable attack scenarios. This motivates further research into the field, in order that this promising
proposal can meet high standards of securities for personal authentication technologies. An additional
hacking scenario, not considered in section 4, would be for the attacker to introduce an external entangled
qubit to the system and perform a quantum state transfer with the coin tokens, i.e. a SWAP gate [37]. In this
way, quantum no-cloning theorem is not violated, as the state is not cloned but stolen, or in quantum
mechanical terms, it is swapped. A concrete example of this is if the attacker uses a scanning tip with an
NV [38] which can be positioned close to the coin tokens. Such that a hyperfine interaction between the
scanning NV and token NVs is established [39], generating the means for a SWAP operation. Nonetheless,
this technique presents many technical challenges, with a possible fidelity much lower than the bank
self-acceptance probability. Additionally, this would herald the cloning once the bank token is read, given by
a larger quantum projection noise.
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Further questions regarding the security of quantum token devices are outlined in this work. Namely, the
token ensemble is assumed inseparable, which is trivially achieved in color centers, but may not be the case in
other candidate systems. Otherwise, if the attacker could make measurements in more than one axis, they
would be able to more precisely forge tokens [12]. This does not invalidate the token protocol, but would
merely require more tokens in the coin device. Another point which can degrade the protocol’s security
comes from the fact that our model was developed taking into account pure quantum token states, without
considering the intrinsic statistical mixed nature of the ensemble token states. Although this approximation
is largely valid for the five IBMQ analyzed here, given the high agreement between the theory and
experiments, this can potentially not be the case for other ensemble systems as well. In these cases, the
density matrix formalism would need to be used to describe the tokens, with extra variables for the Bloch
vector length and uncertainties of the angles.
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Appendix A. Mathematical proofs

Proof of equation (1). A quantum state with arbitrary angles 6 and ¢ is described by

| ) —cos<0) |0>+e‘¢sm< ) 1).

The expectation value of (N) = (¥|N|¥) is written as

Which results in

O

Proof of equation (2). Regarding the observable uncertainty oy, we first need to calculate the (N?) term as

o= s8] T[]

(N?) = N2 cos? <§) + N3 sin’ (2)

Which results in
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Figure 8. o for different values of N with fixed N; = 100 and oexp = 0. At large Ny, the noise is completely dominated by shot
noise, which is larger at = 7. On the other hand, as the difference between N and Ny increases, the quantum uncertainty
becomes the dominating term, being higher at 6 = /2.

Thus, adding all terms together we get

2 _ 2 2 2
O’N—Uq-I-O'n—l-O'exp

= <N2> - <N>2 + <N> +O—§xp

0 0
a2 (Y 2. 2(Y
= Njcos <2> + Njsin (2>
— | Ny cos? Q + Nj sin’ Q 2
0 2 ! 2
—l—Nocos2 (i) + N sin’ <§> + Texp-

Rearranging them results in

0% = Ny cos? (2) (14 Np) + Ny sin’ (2) (1+Ny)

2
- [Nocos2 (2) + 1y sin® (g)} +U§xp'

Solutions of oy for different combinations of Ny and N are shown in figure 8

Proof of equation (4). Now considering the measurement performed by an attacker, we first calculate the final

state after a rotation of the bank with 6, and ¢y, followed by an attacker rotation by ¢, and ¢,. This gives

|\Ilf> =R"! (9a,¢a)ﬁ(9b7¢b) |0>
_ [ .cosg%)' isin(g )ee “ba}
1s1n(7”*) el cos(;‘)
" [ .c'os(%) —isin(% e_i‘ﬁb} {1]

_ cos(&)cos(e—)+sin(%)sin(92b)ei(¢r¢a)
o isin(f)cos(T)ei‘i’a—isin(%)cos(%)eid’b ’
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where we use the rotation operator as defined in [37]. The expectation value of N for this state is

cos <Ga> cos (eb> + sin (93) sin <eb> el(do—a)
2 2 2 2

sin <9&> cos (0b> €% —sin <9b> cos <9a) el
2 2 2 2

Using basic trigonometric relations for cos(2x) and sin(2x), the term with Ny gives

6a 6b . 6a . 6b 6a 6b . 6a . 6b
2 Ya 2 Yb 2 Ya 2 Yb Za “b Ya ’b _
COS < ) COS ( ) + sin ( ) Sin ( ) + cos ( ) COS ( ) Sin ( ) Sin < > 2cos (¢b ¢a)

1
=3 [1+4 cosf, cos By, + sinb, sin Oy, cos (dp, — ¢a)],

2
Ny

2
+ N

while the term with N yields
sin? (93) cos? (91)) + sin® (eb) cos? <Ha>
2 2 2 2
. aa eb . eb ea
—sin <2) cos <2) sin <2> cos <2> 2cos (¢p — ¢a)
1
=5 [1 — cosf, cosbhy, — sinf, sin O, cos (¢, — ¢4 )] -

Adding both terms together we get

No+Ni  No—Ni
2 2

[cos b, cos Oy, + sin B, sin By, cos (P, — Pa)] .

Finally, the fraction of qubits measured in the |0) state by the attacker n, will be

(We|N|W)

1 —n, = :
" No+N;

which leads to

N1 — Ny [cos B, cos by, + sin B, sin B, cos (Pp — Pa)] .

2n, =1+
No+ N,

Proof of 1, = 1/2. To get the average value of 71,, we integrate equation (4) over the whole Bloch sphere

2 T o
2n, = / dqbb/ Sll;eb dy, {1+ c[cosb, cosb, + sinb, sin by, cos (pp — ¢,)]},
0 0

The first term simply gives 1, while the two other result in

T T 2T
2n, =14+ gcosﬁa/ sin 0}, cos ,d0y, + %sin Ha/ sin? 9bd9b/ cos (¢pp, — ¢pa)ddy,.
0 0 0

It is straight forward to see that both integrals in the second and third term result in 0. Thus, the final average
value of #, is simply

O

Interval of valid solutions for ;. In order for the parametric relation from equation (4) to have real solution
for ¢¢ we need that the argument inside the inverse cosine function is in the interval [—1,1]. Defining o =
(2n, — 1) /c, this results in

(o — cos B, cosby)* < (sinf, sinbf)’

a? — 2accosb, cos O + cos’ B, cos’ s — sin® B, sin” O < 0.
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Figure 9. Solution for forger angles ¢ and ¢y with fixed 1, inside the interval 0.200 = 0.025, depicting how the attacker can forge
a fake token based on their measurement of the bank token. First, the attacker calculates the interval solution for z; and then
randomly takes a value inside the interval. Last, they solve equation (4) for ¢¢ and choose one of the two possible solutions.

Again, using the cos(2x) relation we have

cos26,  cos?fs— sin® O
2 2

a? = 2acos0, cosbs +

Now we can eliminate the dependency on — sin” f¢ substituting it by cos® ¢ — 1 and get to a quadratic equation
for zf = cos b as

22+ z¢(—2acosb,) + a2+c05293 1 > 0.
f 2 2

Using a simple quadratic formula solution this results in interval of solution for z of

max{acos@a—\/x,—l} < zf (A1)
< min{acos@a—i— VA, 1},

with

cos26 1
A =a?cos?l, — o’ — 5 2 —|—2.

The solution interval for z; is depicted in figure 9 O

Appendix B. Experimental methods

To fully benchmark the protocol and validate our model, measurements were performed in five distinct
IBMQ of the Eagle family: Sherbrooke, Kyiv, Brisbane, Kyoto (retired) and Osaka (retired). All of them have
similar superconducting architecture [27-29], with 127 physical qubits and the same native operations. Still,
their exact specifications are not publicly available. Comparatively, Sherbrooke presented the longest mean
coherence time T, while Brisbane had the smallest gate error and Kyiv the smallest readout error, based on
IBM calibration reports. Kyoto, on the other hand, had the worse parameters of the five. Small changes in
these performance parameters were observed during the experiments conducted from April 2024 to
December 2024, but without much implication to the results here presented. Due to high memory costs for
waveform generation and increased gate and readout errors, an ergodic approximation was used for the qubit
ensemble, where a single qubit was averaged over time instead of using multiple qubits at once. The use of
such an ergodic approximation is further validated by the assumption of the inseparability of the ensemble.
Experiments were run in the hardware through Qiskit software development tool [26] in Python, version
1.1.1 and older. All Qiskit codes used for measurements and data analysis are open-source, provided at the
author’s GitHub repository [30]. The high-level representation of the quantum circuits were defined with the
Quantum Circuit class. Which were then transpiled to the hardware’s native gates without gate
approximation, using the qubit with longest T, and shortest gate operation, while considering the specific
timing constrains of each quantum hardware. Finally, the protocols were run with Qiskit Runtime, while the
corresponding observable N expectation values are taken from the job counts in the |0) and |1) states.
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Figure 10. Angle dependence of the self-acceptance fraction ny, for IBM quantum platforms (a) Sherbrooke, (b) Kyiv, (c) Osaka,
(d) Brisbane and (e) Kyoto. In hardware with unoptimized control and short coherence times, smaller 1, would be expected for

larger angles due to prolonged pulses. Which is not the case here for the IBMQ.

Table 2. Glossary of the main variables in the text.

Variable

Physical meaning

0
¢

z

O, v
Oa, Pa
Or, o

Ny
N;

ON
Oq
Ts
Texp

R(6,9)

Ny
My
ng
Ny
nr

Do
)43

Polar angle on the Bloch sphere

Azimuthal angle on the Bloch sphere

cosf

Angles which the bank prepares and measures the token
Angles used by the attacker to measure the bank token
Angles forged by the attacker

System’s observable (Example: photon count)

N eigenvalue for |0) (Example: dark counts)

N eigenvalue for |1) (Example: bright counts)
Normalized contrast between N7 and Ny

Total uncertainty of N

Heisenberg uncertainty

Shot noise

Experimental noise

Rotation operator with angles 6 and ¢

Fraction of qubits measured in the |0) state

n if the bank prepares and measures without an attacker
n measured by the attacker with angles 6,, ¢, for a bank token
n measured by the bank for a forged token

n measured by the bank for randomly forged tokens
Minimum 7 threshold for the token to be accepted by the bank
Number of tokens in the device

Self-acceptance probability of the bank tokens
Acceptance probability of forged tokens

(2na—1)/c
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Figure 11. Angle dependence of 1, measured with ¢, = 0 in IBM quantum platforms (a) Sherbrooke, (b) Kyiv, (c) Brisbane and
(e) Kyoto, in addition to (d) Brisbane measured with ¢, = /2. All of them are compared with the analytical solution from
equation (4) of (red dashed lines). All hardware show strong agreement with the analytical formula, except Kyoto which has more
noise due to its increased experimental uncertainty, as well as a smaller contrast (table 1). Furthermore, the attacker angle of

¢a = /2 in Brisbane simply shifts the angle dependence of 1, compared to ¢, = 0.
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